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V( MABHKI:IM Jkcnept B obnactu UT, UB, npenogaBsartens

O 061WMin cTax paboTbl: Gonee 26 nerT.

Crax npenogaBaTtenbcKom pabotbi: 6onee 10 ner.

O6pa3soBaHue: Bbicllee, TaMOOBCKMIA BOEHHbIA aBUALMOHHBLIN WHXEHEPHbIN
MHCTMTYT MO CneuManbHOCTM «ABTOMAaTM3NPOBaHHbIE CUCTEMbI 06paboTkn nHgopmaumu
1 yrpaBneHns».

3acnyXeHHbIi AoueHT Poccuinckoro HOBOrO yHUBEpcWUTEeTa, npenoaaBaTenb
BbICLLEN LLKOSbI.

B 2017 rogy npowén npodeccnoHanbHyo nepenoarotosky B MITY um. H. 3.
BaymaHa no HanpaBnenuto noarotoBkn «NHdopmaLmoHHas 6e3onacHoOCTbY.

B 2019 rogy npowén npodeccmoHanbHyl0 NepenoarotoBKy Mo nporpaMmme
«[lMpoTnBoAencTBME MHOCTPAHHBIM TEXHUYECKUM pa3BedKkamy.

B 2020 rogy npowén npodpeccmoHanbHyl0 NepenoaroToBKy Mo nporpaMmme
«Meparormka npodeccuoHanbHOro oby4YeHus, NpodeccroHanbHOro obpasoBaHus W
OOMOSHUTENBHOO NpodeccnoHansHOro 06pa3oBaHNnsI». =

B 2021 rogy npowwén npodeccrmoHanbHy0 nepenoaroToBKy Mo LOMNONHUTENBHOW Cepruduxar xanauzara
npodeccuoHanbHom nporpamme « T3U». B CELMANNCTE

B 2022 romy npowén MpoheccuoHanbHYIo MEpenoaroToBKy No nporpamme  |° /Gepdesomackocns
«MpakTnyeckas NcMxonorns».

Microsoft Certifications Earned: MCT, MCPS, MCSA, MCTS. = e L e

ABTOp 60nee 30 Hay4HbIX NyOnMKauui.

lMOCTOAHHBLIA ~ y4YaCTHWK,  CMUKep, 3KCMepT Ha  MeponpuaTUaX Mo
MHdopMaLmoHHbIn 6e3onacHocTn: Positive Hack Days Fest 2, HaumoHanbHbIi chopym

n M KOB MHdopMaLmoHHo 6e3onacHocTu «MHdodopyM», MexayHapoaHbI BOEHHO-TEXHUYECKUN

- dopym «APMUA», MexayHapogHas BbicTaBka InfoSecurity Russia, MexayHapogHas

Butanuu HayyHas KoHdepeHUMs «LiMBunmM3aums 3HaHui: poccuiickue peanmun» (PocHOY) u
HEKOTOPbIX APYruX.

AHQKcaHAPOBMq Wwmeto Harpagpbl u 3BaHust MuHobopoHbl Poccun.

ABTOpU3OBaHHbIN nNpenopaBaTens Mo npoayktam «Mpynnbl AcTpa» ¢
npaBoM npoBeaeHus kypcoB no OC Astra Linux Special Edition 1.8

Mukos Butanuii

YuTalo Kypchl, NPOBOXY 3aHATUS B 06nacT MHGOPMAaLMOHHON Ge3onacHoCTy, 2
3aLUMTbI MHCOPMALM U MHAOPMALIMOHHBLIX TEXHOMOMMIA.



W HKHIHZHIE(HEIM Yrposa — 310...777?

Yrpo3za 6e3onacuoctu uHGopmanuu: COBOKYITHOCTh YCJIOBUHN U (JaKTOPOB, CO3/IAIONTUX MOTEHIIUAIBHYIO WU
peaJibHO CYIIECTBYIOIIYIO OMACHOCTh HaHECEeHUs1 yiiepOa (morepb) coOcTBeHHUKY uMHbopMmanuu [/ OCT P 50922-
2006, nn.2.6.1].

DaKkTOop, BO3ACHCTBYKOINMH Ha 3amMiaeMyr wuHpopmauuio: SBieHue, AEUCTBHE WM MPOLECC,
pEe3yabTaTOM KOTOPOTO MOTYT OBITh yT€UKa, UCKAKEHUE, YHUUTOXKEHHUE 3alUIaeMoi mHpopmaimu, OIOKHUpOBaHUE
nocrtyna K et [ OCT P 50922-2006, nn.2.6.2].

HcTounnk yrpo3ssl 0e3onacHoctu nHpopmanun: CyOobeKT (PU3MUECKOIO JIUIIO, MaTEPUAIbHBIA OOBEKT WU

dbuznyeckoe SBICHUE), SBISIONIMNACS HEMOCPEICTBEHHON MPUYMHON BO3HUKHOBEHHUS YIPO3bl 0O€30MaCHOCTH
unopmanuu [/ OCT P 50922-2006, nn.2.6.3].

10 yrpo3a HapyuieHuss cBoicTB HMDb: A0CTYymHOCTH, LEJOCTHOCTH WJIH KOHPUICHIUAIBHOCTH
UH(OPMAUOHHBIX AKTUBOB OPraHU3aLUM.

Moneasb yrpo3 (6ezonacioctu nngopmanun): Ousnyeckoe, MaTeMaTHuECKOE, OMKUCATEIBLHOE MPEACTABICHHE
CBOMCTB WJIM XapaKTEPUCTUK yTPo3 0€301acCHOCTH UH(MOpPMAITUH.

[Ipumeuyannie — Buyiom omucaTeinbHOTO MPEICTABICHUS CBOWCTB WM XapaKTEPUCTHK Yrpo3 0e30MacHOCTH
uHdOpMaIU MOXKET ObITh CIICIIUATbHBIN HOPMATUBHBIN JOKYMEHT.

[LOCT P 50922-2006, nn.2.6.8]



W MACKOM Yrposa - 3710...?7??

AL https://bdu.fstec.ru/terms

Yrposa

BO3MOXHasd rnpu4mnMHa HexernarernbHoro MHUnageHTa, Kotopad MoXeT HaHeCTn yu.l,ep6 [MHdJOpMaLLMOHHOﬂ] CUCTEME UITM BCEW OpraHmMaauum

Threat

potential cause of an unwanted incident, which may result in harm to a system or organization

ISO/IEC 27000:2014

Yrposa 6e3onacHocTu MHopmMaLmm
FOCT P 53114-2008

Yrpo3a 6e3onacHoctn nHpopmauunm (Information security threat)

COBOKYMHOCTb YCIOBWUIA U CpﬂKTOpOB, co3fjarumx notTeHunaneHyw UK pearnbHO CYLWECTBYHLLYH ONacHOCTb HapyLlleHUA BesonacHocTn Mquopmaumu

FOCT P 53114-2008


https://bdu.fstec.ru/terms

YHEBHHT UEH P BaHK AaHHbLIX Yyrpo3 6e3onacHoOCTU UH(hopMauun
VW MACKOM ®CTIK Poccun

defepantHasa crnyxba No TEXHUYECKOMY U 9KCIOPTHOMY KOHTPOMO [ocynapcTBEHHBIV HayUHO-UCCNEeaoBaTENLCKUIA UCMbITaTENbHBIN

VHCTUTYT NPoGrem TEXHUYECKOI 3aLLnTLI MHdopMaLii

$CT3K Poceum

PAY «THUUN MT3N ©@CTIK Poccum»

TecTuposaHve OBpatHas
P ~ JloKyMeHTbI ™ P - O6HoBNEHNA ~ YyacTHukmn ~ Oby4yeHve BOY ACY TN PCT3K Poccum
OBHOBMNEHNIA

Yrpo3abl ¥ Ya3sumocTn >
cBs3b

maBHas = Cnucok yrpos

SUNETPALIS BeiBoanTk no: 10, 20, 50, 100 3nemeHThbl ¢ 1 no 10 3 227

KOHTEKCTHbII NOUCK MO Ha3BaHWIo Yrpoabl YBW. 001

NOCNEOHMUE UBMEHEHUA

04.06.2025
YBW. 227 Yrposa moanduKkauvy (noaMeHbl) obpasoB
KOHTe/HepoB

Yrpoaa aBTOMaTU4eCcKoro pacnpocTpaHeHnsl BpeAOHOCHOrO koJda B rpua-cucteme

O4HVK YrpOabl YBW. 002 Yrposa arperMpoBaHusi aHHbIX, IEPeAaBaeMblX B PUA-CUCTEME 04.06.2025

YBW. 226 Yrpoza BHefpeHUs BpeAoHOCHOIo

[ocTyres MHOXKECTBEHHBIN BbIGOP

Yrpoaa ucnonb3oBaHusi cnabocTeil kpunTorpadpuyecknx anropuTMOB U YS3BUMOCTEN B MPOrpamMmMHOM NporpaMmMHoro o6ecnedeHus B KOHTENHEPLI

YBW. 003 0BecneseH I Ux peanuaaumn
MocnencTBUA peanvaaLyumi yrpoabi: 04.06.2025
YBW. 225 Yrpoza HapyLUueHWUs U3onsiLMKn KOHTEeAHepoB
Hepywenue konbupeHumanshoctd B YBW. 004 Yrpoaa annapatHoro c6poca naponsa BIOS AT
Hapytenue uenoctHoctu Ml YBW. 224 Yrpoaa HapyLUeHWUs LieNOoCTHOCTU (NogMEHbI)
KOHTEHepoB
YBW. 005 Yrpoaa BHef|peHns BpeAoHOCHOro koaa B BIOS ¥
Ha, ‘uenue goctynHoctu Il 04.06.2025
YBW. 223 Yrpo3aa HecaHKLIMOHUPOBaHHOro AoCTyna K
CBinoc — YBW. 006 Yrpoaa BHeLpeHus Koaa nnu AaHHbIX KOHTelHepaM, NPeAoCTaBNSIOLLErO MoMb30BaTeNAM
P p pacluMpeHHbIe NPUBUNErUA
16.12.2020
YBW. 007 Yrpoaa BoagelicTBMA Ha NporpamMMmbl C BLICOKMMM NPUBHNETMAMI

YBW. 222 Yrpoaa noaMeHbl Moaen MalMHHOro

0ByyeHus

16.12.2020

YBW. 221 Yrposa moandukauum Mogeny MalumHHoro
0By4eHUs NyTeM UCKaXKEHWs! («OTpaBneHns»)
0ByyaroLmx AaHHBIX

YassumocTtu: (£ <210 MNocnegHee obHoBneHue:

© PAY «HUUWN MNT3N ¢CTIK Poccumn»



V( F’i KMBHIE(HEM BOY ®CT3K Poccuu. Yrposa — 3710...777

TecTupoBaHue ObpaTtHasn

. [loKyMeHThI ¥ hd O6HOENEHUsA ~ YyacTHUKN ~ Oby4yeHue BOY ACY TN ®OCT3IK Poccun
obHoBNEHWIA CBfi3b

Yrpoael ¥ Ya3BMMOCTA ™

masHas ' Cnwucok yrpo3 | ¥YBK.004

YBW.004: Yrposa annapatHoro cbpoca napons BIOS Bug ~

OnucaHue yrpo3bl  Yrpo3sa 3aknk4aeTcA B BO3MOXKHOCTU cOpoca naponei, yctaHoBneHHbix B BIOS/UEFI| 6e3 npoxoxaeHns npoueaypbl asTopM3aunn B cucteme nyTém obectovmsaHms
Mukpocxembl BIOS (cbéma akkymynaTopa) Mnm yCTaHOBKW NepeMblYKi B LUTATHOM MeCTe Ha CUCTEMHOW nnaTe (NepekniyveHne «mxaMnepanr).
[anHas yrposa obycrnoeneHa ya3BMMOCTAMW HEKOTOPbIX CUCTEMHBIX (MaTepuUHCKUX) NNaT — Hanu4yMemMm MexaHu3MoB annapaTtHoro cbpoca naponen, ycTaHoBneHHsIx B BIOS/
UEFI.

Peanuaauma 4aHHOi yrpo3bl BO3MOXHA MPU YCNOBWW HANWYNS Y HapyLIMTENs ¢u3NYecKoro 4ocTyna K cUCTEMHOMY Broky KoMnbloTepa

WcTo4HMKM Yrpo3bl  BHYTpeHHMIA HapyLuMTernb ¢ HU3KUM NOTeHLManom

2]

Obbekt MwukponporpammHoe v annapatHoe obecneveHune BIOS/UEFI
BO3AeWCTBUA

MocnepctBus  HapyweHue LENOCTHOCTU
peanusauum
yrposbi

< Mpensinywas Hasap K cnvcky Crepnywowasn ¥

1 yrpo3a =4 nmossi B b/ |



V( ﬁKH&ulE(HaM BAY ®CTIK Poccuu. HoBbin pasgen yrpos.

Yrposa - 3710...77?7

| [MepeyeHb yrpos

HoBbll pazgen yrpos

degepanbHas cryxba no TEXHUYECKOMY N IKCMIOPTHOMY KOHTPOIH [ocynapcTBEHHbI Hay4YHO-UCCNefoBaTENbCKUIA NCbITaTENbHbIV

$CTIK Poccun WHCTUTYT NPOBIeM TEXHUYECKON 3aLLMTbl MHcbopMaLum

PAY «THUMW NT3U ¢CTIK Poccum»

T 06
ecmposan'e [loKyMEHTBI ~ parHan ‘O6HoBNEHNA ¥ YYacTHVKN ¥ ObyyeHue BOY ACY TN ®CT3K Pocecvun
oBHOBMEeHMA CBA3b

Yrpoabl ¥ YA3BMMOCTU ¥

naBHas |/ Paspen yrpos

B HacTosLLee BpeMs NPOBOAUTCA ONbITHasA 3KCNiyaTauua MOOEePHU3NPOBAHHOMO pa3fena yrpoas.

3ameyaHua 1 npeanoxeHua no pabore pasnena npocb6a HanpasnATh € MCMonb3oBaHeM HOpMbl 06paTHOR CBA3M UM NOCPEACTBOM S/1EKTPOHHOW MOYTLI.

Yrpo3bl 6e30nacHOCTN MHAOPMALIK

e e AX YoK€ 11 IITYK!

YEW.9 Yrpo3sa nonyyeHus

YBW.8 Yrpo3a HapyweHus: MH(OPMALIMOHHBIX YBW.10 Yrposa YBW.11 Yrposa

. F YF us F T

‘ﬂ::(umwpoaan?_:) S por
HHOTO

YBW.3 Yrposa
HECaHKLIMOHUPOBAHHO
moandrKaumm
(MckaxeHus)

YBW.7 Yrposa
YBEW.6 ¥rposa oTka3sa B HeHajnexaiwero
obcnyxuBaHun (Heuenesoro)
MCMOmNb30BaHUs

YBEWU.2 Yrposa
HECAHKUMOHNPOBAHHOTO
nmoctyna

YEW.1 Yrposa yTeukn YBMW.4 Yrpoza _ YBW.5 Yrposa ynaneHus

MH¢opmaumm

:) cGopa

b
noaMeHb! pecypcos

CKOMPP P

WMGTOYHWKa

Cnocobbl peanusauun (BO3HMKHOBEHWS) YTpo3

2] 2] 2] 2] o 2]

cnA N CIM.A Sxennyarauns CIM.A Sxennyarauns 1.1 Srennyaraunn C1.2 cnonssosanne cn4

2]

CIM.A Sxennyarauns N1 SxennyaTauna .4 Sxennyaraunn cna

'O
'O

cn.1

v



V{ MACKOM

OnucaHue:

BosmoxHble
obLekTbl
BO3[EUCTBMA:

BosmoxHble
cnocodbl
peanusaunm yrpos:

BAY ®CTIK Poccuu. HoBbiu pasgen yrpos.

Yrposa — 310...?7??

YBW.2 ¥Yrpo3a HecaHKUMOHUPOBAHHOIO ocTyna (i )

Yrposa saknouaetcs B NofyYyeHu ocTyna K MHpopMaLWoHHBIM pecypcam, HapyLualoLero yCTaHoBNeHHble B MHChOpMAaLUUOHHON crcTeMe
npaBuna paarpaHuieHnsa JocTyna.

Hanpumep, HecaHKUMOHMPOBAHHLIA OOCTYN K MHChOPMaLKUK, XPaHUMOK Ha haiinoBoM XpaHunuwe

- 0.1 AeToMaTr3aupoBaHHoe paboyee MecTo
- 0.2 Cepeep
- 0.3 MNepudepuiiHoe obopyaosaHne

- 0.4 YcTpoWcTBO XpaHeHUs AaHHbIX 1 r 03a — 3 llo‘]]ﬂ B
- 0.5 YCTponcTBO MHTEPHETa-BELLEN ,

- 0.6 AkTBHOE ceTeBoe obopydoBaHne

- 0.8 TenedoHus (VolP, GSM)

- 0.9 Cpeqactea 2awWwuThl MHOpMaLUK n 0]]“ canceM prrn
- 0.10 MobunsHoe ycTpolicTBO

- 0.12 ®uanyeckne NMHAN CBA3N

CM.1.1, CM.1.2, CM.2.1, CMN.2.2, CMN.2.3, CM.2.4, Crn.2.5, CM.2.6, Cn.2.7, Cr.2.8, Cr.2.9, cr.2.10, cr.2.11, cr.s.1, Crn.s.2, cr.4.1,
Cr.4.2, CM.4.3, Cr.4.4, Cr.4.5, Cl.4.6, C.4.7, C[.4.8, CM.4.9, Cl.4.10, CM.4.11, Cr.4.12, CM.4.13, Cr.5.1, Cr.5.2, Cl.5.3,
Crn.54, CMn.5.5, Crn5.6, CN.5.7, CMN5.8, CMN.6.1, CN.6.2, CM.6.3, CN.7.1, CN.7.2, CN.7.3, CMN.7.4, CN.7.5, Cn.7.6, CN.7.7, Cr.10.1,
CrM.10.2, CM.10.3, CM.10.4, CMN.10.5, CM.10.6, CM.10.7, Cr.13.1, Cr.13.2, Cr.13.3, CMn.13.4, Crn.13.5, Crn.13.6, crn.13.7, Crn.13.s,
CrM.16.1, CM.16.2, CMN.16.3, CMN.16.4, CM.16.5, CM.17.1, CMN.17.2, CM.17.3, CM.17.4, CN.17.5, CM.17.6, CN.17.7, cn.17.8, Cn.17.9,
CrM.17.10, CM.17.11, CM.17.12, CM.18.1, CM.18.2, CM.19.1, CM.19.2, CMN.19.3, Cr.19.4, Cr.19.5, CM.20.1, Cr.20.2, Cr.20.3, Cr.20.4,
CM.22.1, CM.22.2, CMN.22.3, CMN.22.4, CMN.22.5, CMN.22.6, Cr.22.7, CM.22.8, Cr.22.9, CM.22.10, CMN.22.11, Crn.22.12, cr.22.13,
CrM.22.14, CM.22.15, CM.22.16, CM.22.17, CM.22.18, CM.22.19, CrM.22.20, CM.22.21, CMN.22.22, CM.22.23, C.22.24, C.22.25,
CrM.22.26, CM.22.27, CM.22.28, CM.22.29, CM.22.30, CM.22.31, CM.23.1, CM.23.2, CMN.24.2, CMN.25.1, Cr.25.2, CM.25.3, CM.25.4,
CrM.26.1, CM.26.4, CMN.26.5




N MACIKOM NosepxHocts ataku — 310...222 Mo FOCT P 56939-2024

I'OCT P 56939-2024

NOBEepPXHOCTb atakn: MHoxecTBo noanporpamm (PyHKUMA, Moaynen) nporpamMHOro
obecneyeHusi, obpabaTbiBalOWNX AaHHbIE, NOCTyNaroLmMe NOCPEACTBOM MHTEPENCOB, HanpsMyto
UNKU KOCBEHHO NoABEepPXKEHHbIX PUCKY aTaku.

[apanTupoBaHo U3 FOCT P 56498-2015, nyHkT 3.1.7]

3.5 uHTepdenc nporpammHoro obecneveHus: Cnocob BzauMmoaencTBUA MeXOy NnporpaMmMamn Unu Mexay
nporpaMmamMu 1 nonb3oBaTensimu.

nporpaMMHbIA  MoAynb (MoAynb nporpamMMmHoro obecnedeHus): [lporpamma  wnu
PyHKUMOHANbHO 3aBeplUeHHbIW dparMeHT nporpaMmmbl, MpeAHasHa4YeHHbld [ONS  XpaHeHus,
TpaHcnauun, obbeuHeHua C ApPYrMMW MNporpammMHbIMU MOAYNAMW W 3arpys3kM B OnepaTuMBHYH

namsaThb.
[FTOCT 19781-90, ctatbsa 15]
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YYEBHBWAULUEHTP

MACKOM

Mopaenb yrpo3s, nepeveHb Leneu,

noBepxHocTb ataku no NOCT P 56939-2024

5.7.2.3 CchopmuposaTtb nepeveHb Uenen (pyHKUMoHanbHbLIX noacuctem, moaynei (komnoHeHTos) MO u ux

uHTepdeiicoB) ans

npoBefeHNa OansHedwnx wuccnegoBaHwin GesonacHoctn 1O (Hanpumep,

haszauHr-

TeCTHpOBaHMH) C YYETOM apXUTEKTYpbI no, pes3yneratoe MOAENMMPOBaHWMA YrpO3 U BLINONMHEHWA aHanuia

NMOBEPXHOCTWN aTaKku.

5.7.3 ApredhakTbl peannsaunmn TpebGoBaHUA

57.3.1 Mogens yrpo3 pOomkHa
paspabatsiBaemoro 0.

BKNOYaTb COBOKYMHOCTb  yrpo3 5530I'IaCHDCTM, axKTyanbHbIX Ons

Kaxpasn yrposa 6GesonacHOCTW MpeAcTaBnAeTCA B BWOE COBOKYMHOCTM CBOWCTB  (XapaKTepUCTHK),
BKIMIOYAIOLLENA, KaK MMHUMYM, KPaTKoe onucaHWe yrposbl, npeanonaraemblit 06bekT Bo3AeiCTBUS W BO3MOXHbIE
nocneacTena peannsaunn yrposbl.

MpumeyaHue - MNpu cocTaBNeHWW NepeyHs yrpoa 6e3onacHOCTU U UX ONUCAHWS PeKOMEHAYETCH yd4uThlBaTh
nonoxenns MOCT P 58412, a Takke yrpo3bl GesonacHocTu uHdopMauun BaHka gaHHbIX yrpo3 GesonacHocTv
nhdopmaumn ®CTIK Poccum, Opyrnx mctouHukos (Hanpumep, metogonormu STRIDE, Open Web Application
Security Project (OWASP), DREAD v np.). B mogenn yrpo3 pekoMeHQyeTcsi ykasbiBaTb MCMOMb30BaHHY Mpu
MoAennpoBaHUM METOONOrMUIO, B TOM YMACHeE B criyyae ee co6CTBeHHON pa3paboTku.

5.7.3.2 MNepeyeHb Mep Mo HeWTpanW3auuu (CHXKEHUIO BEPOSTHOCTU BO3HMKHOBEHMSA) yrpo3 GesonacHocTv
MHOpMaLMU coaepkuUT nepeyeHb Heobxoaumbix aevcTeuin (fopabotok MO, WHbIX Mep). lNepeyeHb Mep no
HeiTpanusauny (CHWKEHUI0 BEpPOSITHOCTM BO3HMKHOBEHMS) yrpo3 bGesonacHocTv WHgopmauun AomkeH 6biTbh
NpYOPMUTU3NPOBaH C TOYKWN 3PEHUsI KPUTUYHOCTM BO3MOXHOMO yulepGa oT peanusauun yrpos GesonacHocTu
WHdopmaumu.

5.7.3.3 OnuncaHne MOBEPXHOCTM arakW [O/KHO BKIKOYaTb COBOKYMHOCTb MOTeHUmanbHblx obnacreit
BO3[EMCTBMA Ha MHCOPMALIVOHHYIO (aBTOMaTU3MpOBaHHYI0) CUGTEMY C Mcrofnb3oBaHueM paspabarsisaemoro 10,
KOTOpble MOryT ObiTb WMCMONb30BaHbl HapylMTeneM AnA NpoBeAeHUs KOMMbloTepHoW artaku. OnucaHne
MOBEPXHOCTU araku MoXeT BbiTb YacTbio MoAenK yrpos.

5.7.3.4 TepedeHb Lenein JOoMmKeH BKIIoYaTbh CNUCOK (YHKUMOHAMbHbLIX MNOACUCTEM, MOAYMNEA (KOMMNOHEHTOB)
MO v nx vHTepdercoB, COCTaBNAIOLMX NMOBEPXHOCTb araky, MofAnexaliux AOMNONHUTENEHOMY aHarmnMay ¢ TO4KU
3peHnsa GesonacHOCTH.

5.7.3.5 Mopenb yrpo3, YTOYHEHHas MO pe3ynbrataM BbINONHeHMA TpeboBawuin 5.7.2.4, ponxHa
[OMNONHMTENBHO (B CNy4ae NPUMEHNMOCTH) CoaepxaTk Yrpoakl BesonacHocTu N0, akTyanbHele ANA BbINOMHEHHbLIX
WU3MEHEHWMA.

5.7.3.6 OnucaHWe NOBEPXHOCTW aTaku, yTO4YHeHHOoe Mo peaynsTaTaM BbIMONHeHWs TpeboBaHWA 5.7.2.5,
[OOMKHO BKIIOYaTb MepedveHs yHKUMOHanNbHBIX noAcucteM, mogynei (komnoHeHtoB) MO W ux uHTepdeiicos,
COCTaBNAIOLLMX NOBEPXHOCTE aTakK, akTyarnbHbIX AnA paspabotanHoro koga MNO.

5.7.3.7 MNepeyeHb Lienei, yTO4HEHHbLIA NO pesynbTaTtam BbinonHeHus Tpebosanuin 5.7.2.7, ons npoBegeHns
fanbHerWwmnx wuccnepoBaHuin GesonacHoct MO gomkeH cofepxaTh onucaHne yHKLMOHANbHBIX MOACUCTEM,
mMoaynein (komnoHeHToB) MO, WX WHTepdercoB, ANA KOTOPLIX NpeanonaralTcs AanbHEeMMe UCCNeNoBaHus B
yacTu BesonacHocTi Npu peanusaumn Apyrnx npoueccos paspaboTku GesonacHoro 0.

GEEPANLHOE ATEHTCTBO
1O TEXHUNECKOMY PEIYIUPOBAHVIO M METPONOTHM

HAUMOHANBHBIA roctp
CTAHAAPT
POCCUACKOWN 58412—
CEQEPALUMM 2019

3awura uHopmauumn

PA3PABOTKA BE3OMACHOIO NPOrPAMMHOIO

OBECMEYEHUA
Yrpo3bi ™ npu
nporpammHoro o6ecneyeHus ke
FOCT P 56412—2019
[ —— Copepxanue
1 OBnacTs npuMenennA 1
2 HOPMATHBHBIE COBIMKM 1
3 TepuuHsl W ONpeneneHis. 2
4 OBLME MONOMERHA ... ... Lottt .2
5 Yrpoas! npu - o3
5.1 Y¥rpodu npu aHanuza x
ofiecneqenm . . . . . masasiadiaaasaascaatsasaamanan st tsasoaanaans 3
5.2 Yrpossl npu APXATERTYPSI
MPOTPAMMEL . . ... ..o 5
T 53 vmosm npn KoM
POTPAMIHOTG DBECIBYEHIA . . . ... .. ... .. ...o.oomo e ieeaees ]
5.4 Yrpoas npu
NPOTPAMIMHOND DBECNBMEHMA . . . . .. ..o iuieee it iiees .8
5.5 Yrpoas! npu nporpaMMel U

NIPHENKH NPOTPAIMAOIO OBECIEUEHNA. .. ... ... ... ... .

5.8 Yrpoasl 5E30NACHOCTH WHAPOPMALMH NPH PELLEHHH NPOBNEM B NPOTPEMMHOM 0BECNeYeHHH

B NPOUECCE IKCANYATALMN . . . .
5.7 Yrpoasl B Npoyecce "
T ™500000000059005£355053050090500530500
5.8 Yrpoaw! B npougecce cpensi
Pa3PAGOTKH NPOTPAMMHOID OBECAEMEHHA. . . .. . ...\ .o\ o\ttt e,
5.9 Yrpossl B npaugcce IONCKHMK PECYPCAMM . . . ..
g A

WA O Mepax no NPOrPAMMHOID

P )
obecnesenms, yeranoanentbix FOCT P 56939—2016, peanusaups KOTOPbIX 0nocoG-
i npK paspaBoTKe APOrpaM-

cTByeT
MHorooBecneqveHna

¥rpos L

10



V{ MACKOM

A

Yuyure, uutanute, pazobupaunrecs...)))

DEJIEPAJILHAS CITYKBA
110 TEXHHYECKOMY H 9KCTIOPTHOMY KOHTPOJIIO

Yrpo3bl, yA3BMMOCTHM

M KOMNbIOTEpPHbIC aTaKM1

X AT e TE METO/IHYECKHIT JJOKYMEHT
i e
Y| occum»
u NK - METOMKA
OUEHKH YI'PO3 BE3ONACHOCTH HHOOPMAIHI

TUE OTEYECTBEHHbIX NUHOOPMALLIUMOHHbIX
PECYPCOB, COAEPXALLUX CBEAEHUA

BbIBOP METOAWMECKWX JOKYMEHTOB
ANA PASPABOTKM MOAENEN ¥TPO3

OB YrPO3AX BE3OMACHOCTU UH®OPMALIUUA

'os3

MPAKTUKA PEANTU3ALKMN

METOAMKW OLLEHKW YTPO3 ‘

BE3OMNACHOCTW MHOOPMAL MK
Jorvernol

g

Kelicbl ataKk Ha U

Ray Framework
winerability

MACKOM

YYHEBHB A UEHTP

Pa3pa6orka MOAENK Yrpo3

6e30nacHOCTH HHbOPMALIMK.

CrpyKTypa Moaenu yrpos.

N YA3BUMOCTAX MPOrPAMMHOTIO OBECMNEYEHMA

HauaneHuk ynpasnenna THUUN MTZN OCTIK Poccuu
Anekcanap Cyxoeepxos

MOCKBA

B 1 paccuaTpBaIOTCR yrpO3b yTeNKH N 2021
- SR
-

AHann3 NoBepxXHOCTU aTaku
NPUNOXEHWIA 1 NPOrPaMMHbIX CUCTEM

“CCJIEAOBEHMQ NOBEpPXHOCTU aTaku,
Bosraniok Masen, NUCN PAH
t.me/pavel_dovgalyuk

cKpbiBaloLLelica 3a ny6nm4HbIM API

BCE KASCCHUECKNE YTPO3BI NPHAOMENNF, B TINNE.

Artaku Ha UM

VirusTotal
Poisoning

[Josrantok Masen Muxarinosny
MCn PAH

Compromise d PyTorch
Dependency Chain



V( HKHE:”IE(HElM Yyure, yutaurte, pas3dbupantecs...)))

ExuncTBentbii?

ABTOMAaTU3NPOBAHHbI aHANN3 NOBEPXHOCTN aTaku ﬂqunﬁ?

* VIHTepdelicbl NpnnoxeHuin
* KoMnoHeHTbl 1 GyHKLMM Nporpamm
x86_64

C/C++, Go, Python, Java Bo3moxHo!
PEFPECCVIOHHOQ TeCTUpOBaHME HBqu/ITe HaHHbIﬁ BOHpOC!

OT4YéTblI ANA aHAaNUTUKOB U TECTNPOBLLMKOB

Natch - cuctema ans aHanmsa NoOBepXHOCTU aTaky

* Natch

https://qithub.com/ispras/natch

* https://t.me/ispras _natch

* [MaBen [loBrantok

https://t.me/pavel dovgalyuk

12



Caenaii cBoM NPOEKT Monyun 10% cknaky
YMCTbIM 1 6e30nacHbIM Ha Kypcobl «M BPIMO»
BmecTe ¢ PVS-Studio B YyebHOM LleHTpe « MACKOM»

; TIEaL e Frn e
R T T ’
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MACI OM

HHHHHH MUEHTP




VW MACKOM

CNACUBO BOIJIbLLOE 3A BHUMAHUE!
NMPUXOOUTE K HAM YYUTBCHA!

VW MACKOM



YYEEHbIN LLEHTP

| V{MACKOM

% Y4yeOHble KypChbl
‘Mgl | no npoueccaM pa3pa60TKM




w{

M BPMO-
Cney

M
BPMO-01

®

YYEBHBWALEHTP

MACKOM

C no

0 npor 0
obecneyexns
MporpamMma kypca HanpaeneHa Ha NOArOTOBKY o % )
BCceMu ANRA BegeHUA a

0 ray P SHAHWUA ¥ NP HABbIKK NO

paspaboTku 6€30NacHOro NPOrPaMMHOro

ah

< yuéTom ax
npasosoii Gassi.

& 02.092024-2709.2024 Mukos Butanuii Bpems

# 30092024-2510.2024 AnekcaHaposuy 200 yacos / 20 pHeit
B ‘0 npor '0 obec
B Opr (ans  n otser )
Mporpamma kypca BCce ans " An

3a BPMO gnsa Yy BHAHWMA P OCHOB U1

P pasp: o
nporpammHoro obecneueris (FOCT P 56939-2016) Ha € yu&ToM TP! @
aKTYanbHOR HOPMATUBHOM NPABOSOM asbl
i Bpema

i 03.09.2024-06.09.2024 Mukos Butanui
0110.2024-0410.2024 AnekcaHaposuy

40 yacos / 4 s

i

Cepua y4eOHbIX KYPCOB NO HaNpaBNeHUIO

B poL pa 6e30MacHOro NPOrpaMMHOro obecneyeHms
anA cr TOE Mo MHhopMaL 6e30MacHOCTH

Mporpamma Kypca oXBATHIBAET BCE HEOGXOAHMOE A NONYUEHHA SHAHWIA Y CNELMANUCTOR No
MHPOPMALIMOHHOH GE30NACHOCTA TEOPETUUECKUX OCHOB AKTYANEHON OTEUECTBEHHOM 1

py5: Gasbl no
MPOrpaMMHOro aBecneueHIsn, a TAKKe NPHOBPETEHHA NPAKTUUECKMX HABBIKOB BHEAPEHUS

0 NporpaMmHore o6ecnedenua (FOCT P 56939-2016) 8

o paspatoTkin o

OpraHMsaunm.
B 02092024-06.09.2024 Mukor Buranuii Bpew
B 3009.2024-0410.2024 AnekcaHoposny 50 u

CepTUhHKALMOHHBIE UCNBITAHKWA C Y4ETOM TpeGoBaHWiA no paspaboTke
6830NacHOro NPOrPaMMHOrC OBECNeYeHWA ANA 3KCNEPTOB OPraHos No
cepTihuKaLun (MCnbiTaTenbHbIX NaGOPaTORMIi) Pa3NMHHBIX CHCTEM
cepTAthMKaLMK CPEACTE 3aWHThI MHopMaLmMK

Mporpamma Kypca oXBATHIBACT BCé HEOGXOAHMOE ANA SKCNEPTOB OPraHoB NG COpTH
(MCNBITATENEHBIX NAGOPATOPHI) PASNHLHEIX CHCTEM CEPTUBMKALIMU CPEACTE 3ALINTH
MHGOPMALIMM ANS MONYUEHIA SHAHWA TEOPETUUECKUX OCHOB AKTYaNBHON OTeuecTBe

6 HOp! 623kl 10 HANPABNEHHIO CEPTUGNKALIMM NPOTP
oBecneueHin, NPOBEACHHUIO CePTMKALMOHHBIX MCNBITAHUA M NO paspaboTke 6e3d
MPOrpaMMHOre oBecneueHins, a TaKKe AR NPHOBPETEHHA NPAKTHUECKMX HABLIKOB
npoi i no Tp:
TpeGosannam npukasa OCTIK Poccin ot 2 mioks 2020 r. N° 76 1 no TpeGoaaHmnam

AoBEpHA COrNACHO

cepTMhrKaLMKM CREACTB SAWNTE MHhopMaumn B MunncTepcTee oGoponsl Pocciick

ah

epepaum.

E 03.09.2024-2309.2024 Bpewma

140 ya

Mukos Butanuin

[ 0110.2024-2110.2024 AnekcaHApOBUY

BPMNO-04

M
BPIMoO-05

«be3onacHasn pa3pabortka nporpammMmHOro odecrne4yeHua»

p npak no )
NpOrpaMMHOro obecneyeHus ans v npor

Mporpamma kypca SyaeT noneaxa paspaboTunkam NPOrPAMMHOro o6ecneveHus,

npor v ux Ans nony
“ 6asbl, a Takxe aAns

NPHOBPETEHNA OBLUMPHbIX MPAKTHYECKUX HABLIKOB NO Pa3paboTKe 6E30NacHoro

nporpamMmHoro

BHAHWA pe’ ocHoB

MenbITaHUi NPOTPaMMHBIX

" 0 NporpamMmMHoro obecneueHus
B opranMsaunn.

i 03.092024-2309.2024 Mukos Butanwii Bpems
i 0110.2024-2110.2024 AnekcaHapoBuY 140 yacos / 14 gHein
MeTononorus NoAroTosKM K
npor 0 o6ec 3aWnTe!
B c ®CT3K Poccumn

Mporpamma Kypca OXBaTbiBaeT BCé HEOGXOAUMOE ANA MOArOTOBKM NPEANPUATUR K

NPOrpPaMMHOro o6ecne|eHns CPeAcTs
OCTIK Poccum, BHeapeHua

3awmTsl B c

"0 NPOrPAMMHOrO 06ECNEHEHMUA Ha NPEANPUATIN C

h

yuéTom Yy LEETY

Mukoe Butanuii Bpmien

& 03.09.2024-05.09.2024
= AnekcaHapoeuy

0110.2024-0310.2024 30 yacos / 3 gHA
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V(V‘IEBHHﬁ LEHTP

MACKOM

SEQEPANBHOE ATENTCTBO
1O TEXHWMECKOMY PETYIMPOBANMIO H METPONOMMM

HAUMOHANBHLIA

roctp

CTAHAAPT
POCCHACKOR 56939—
QENEPAUMM 2024
3awwura uidopmaummn

PA3PABOTKA BE30MACHOIo
NPOrPAMMHOIO OBECNEYEHUA

O6uwue TpeboBanun

Manaume opuumanunoe

Mocens
POCCMAC S M THTYT CTAMARPTHOR
2004

rocTp
56939—
2016

PA3PABOTKA BE30OMACHOIo
NPOrPAMMHOIO OBECNEYEHMA

06wwe TpeboBaHuA

 J

MICTYP 10 LMOMMILAEUOCTI M TOFroR
i SEIERUNN
DEAEPAIILHOE ATEHTCTBO
1O TEXHHYECKOMY PEFYIHPOBAHHIO M METPOIOTHI

B HoOry co Bp

EAEPATHOE ATENTCTEO.
1O TEXHIECKOMY PEIYIMPOBAHISO W METRONOT ¥t

HAUMOHANLHBIA rocTp
CTAHRAPT
PoccuACKOR 71207—
SERQEPALMM 2024

emeHem!!!

SEAEPANLHOE ATEHTCTBO
S TERHMNECKOMY PEFVIMPOBAWIO W METPOAGIAN

HAUMOHANEHLIR roctp

CTAHRAPT
POCCHACKOR S8412—
OEAEPAUMM 2019

(Poccrawaapr)
24 oKTaGps 202 UEREAS
2 s 2024 1.  1s0ker
Mockna SeuUpmA rpopumum 3awmta uHopMaumm
PA3PABOTKA BE30MACHOIo
NPOrPAMMHOIO OBECTNEYEHUA PA3PAEOTKA BEE30MACHOIO NPOrPAMMHOIO
06 yTBEPAIEHNH HANKOHAALHOTO CTANIAPTA OBECNEYEHWA
Poccuitexoii Deaepaunm aHanua npor i
Obwwme Tpebosanun Yrposu npu
B co cratecii 24 Be; saxona ot 29 wows 2015 . APOTPAMMHOTD OBeCnEOHR
Ne 16203 «O » i npHKaINBA0:
I Vepiuts  wauwnoatewwii  cramaapr  Pocoiickoii  Decpauii A—
rocr p 2024 «Janwra Paspa T
. O6uue © natoii pecsieHNs B zeficrBne amsce
20 jexaGps 2024 1.
Baaven FOCT P 56939-2016.
2
O yrHcpAGICHHON  HACTOSI TAKAION CTAHAGPTE Ha OfHUMATSHOM calTe
5 cemit
o i caiiT) ¢ yHeTom o
3. ¥ 4P — -
i HHCTHTYT i ’-—A--—u:‘ rere e b ol
[IpHIEIOM CTAIAPT 112 OYMIILTLHON CaliTe B YCTAHORTEHHOM HIOPAIKE.
4.3aKpenuTL  yTRCpAZCHILI  NACTONMMM  TPHKaHOM  CTAMAGPT
Y KoMITETOM 110 Ne362 «Bauvra
(TK 362).
e @ -
st B et o 8
PyosonuTens AlLllIanaen — yryr

wEEr
10 TEXHIMECKOMY H SKCIIOPTHO
(@CTK Poccun)

MPTA5(3407m oSN CPEACT tautRTLA Mo A

NPHKA3
i e L R ———
JPE— " - olecoeienes (i - npusce  Gexnacnoll  papalioncn  mporpassesors
T W ommcmwse K cxpseol B soormercrim <
Poccubicuon @eaepasen wucd mufopmscam. cepamao
Averym, ocymecruangrea wa Tt e T
Fucsulicanil bespsivms TOCT 569793016 «3uibira muopuasion.
ST— capatia Sencnora oo Ofiee stomnas, e s

0 TosrecHDuY 1 sECTOpIMY K, e Yuo e
Poccuicanii Gugepatpn o 16 saryera 2054 . o 1065, n sy 9 TN,
o ocranonsen pamrecrms Poccicnsh Seapicss o 15 waa
0075 30, 1P HKAIBIBAIO:
1. Yooepam, oM [KAROK SpoReA CEFApURIP AR
o T TP ST AT T et
2 Yeraunmm, e acroau s ey <ty < s 2004

JBIPEKTOP GEAEPATHOR CT¥ Kbl
10 TEXHIMECKOMY M IKCHIOPTHOMY KORTPOMIO

[ Zatad P

mesoneo b ieraes s e o ey
Peryamposa & seeTpotani o1 1 s 2016 - nuw'(m Tpefumarinn o
et ool
L Copmapionin_spoescorn _Geonuenol_ paspafn  spersssasses
f T R —————
e e ——
RCTOMITEAL] € O 10 CEDTHGHK MDY,

ke LT TR S —
PUIPSSOTEN MPPIMUNOG ORECHENEE MCUPIT A5 IRSEITHIR CEPTUGHALN
arape I PCTK Focsi oprs i copuracen, oramcomnes ¢ o
i

B e e

e T S ——

fp——

2 o 1 e (o ) s s, e
[ ——————

ﬂ\ 4Apec OPIIIMECKONG ANUA B SPERSNLL wecTa NAKORAEHHA OPRIFISIKOTG

e b e s

[ g o S —
 seprmfmemane;
STmm— [ — J—
P R T LR T — .
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YYEBHBWLEHTP

MACKOM

Heporapok AHTOH AnekcaHapoBuY

O6Lyunii cTax paboTbi:

Crax npenogasare/sibCkoi paborsi: 6onee
11 ner

O6pazosarme: Boicwee, MITY um. H.3.
BaymaHa, cneynansHoCTb - uHxeHep. B
2021r 1 2022 r npoLuen nosbilLeHue
kBanugukaymm 8 AHO ArNO
"KoprioparnsHblii yHnsepcuret
C6ep6aHka" no nporpamme "JleTHas
yugpposas wkona. Tpek
"Knbep6e3onacHocTb'".

Yuraet kypco! no "AHanu3y n pesepc-
MHXWUHUPWHIY MPOrpamMMHOro
o6ecrnieyenus”, "Mertogbl n cpeacTea
KPUMTOrpaghu4ecKoi 3aLuntsl
unHpopmayun" n "Paspaborka n
3KCYaTaUMs 3aLULYEHHBIX
QaBTOMATM3MPOBAHHBIX cucTeM” B
Mockosckom lNonurexHn4eckom
yHusepcutete c 2016 r.

BysiHoB Cepreit BacunbeBuy

O6wunii ctax paborsi: 6onee 35 ner

Crax npernogaBare/sibckoii paborkl: 6o/iee
25 ner

O6pazoBaHue: Bbicliee, KAHAMAAT
TeXHUYECKMX Hayk, MockoBcKuii
QBUALUOHHBIA MHCTUTYT 110
CrneynanbHoOCTH «BblunucinTeIbHbie
MALLUMHBI, CUCTEMBI, KOMI/IEKCbI U CeTu». B
2021-24 rogax npoLuén
NpoGheCccUOHA/IbHYIO NePenoaroToBKy B
Hosocun6upckom, Tomckom, OprioBCKOM
yHuBepcurerax, 8 MITY um. H. 3.
Bbaymana.

lMpenogaer u y4acTeyeT B Kypcax:
Bepughukayms u Banmgaymsi
BbIYUCIUTE/IbHBIX cucTeM, KoMnbloTepHas
anre6pa, KopnoparusHsie
MHOPMALYMOHHbIE cucTembl, CucTeMb!
MUCKYCCTBEHHOI O UHTE/INIEKTA,
[MpoEeKTUPOBAHUE U APXUTEKTYPA
BbIYUCAIUTE IbHBIX cucTeM, Hay4yHo-
MUCCne[oBaTebCKas AeATE/IbHOCTb.

Kro nayuut? - YL MACKOM !
3apeuncreoBaHo 6onee 10 nyywux npenogaBarenen

BonblyHos Banepuin Bnagummuposuy

O6wunii ctax pa6orsel: 6onee 22 net

Crax npenogasarenibCKoi paGoTsl: CTAX
HACTABHUYECTBA/KOHCYNIbTALMIT/O6Yy4eHNUs
konner - 6onee 15 ner

O6pazosaHye: BoICLIE., C OTINYMEM
Tam60BCKuit BOEHHbIN ABUALNOHHbIA
MHXEHEPHBIA MHCTUTYT MO CeyManbHOCTH
«ABTOMATU3MPOBAHHbIE CUCTEMbI OGPAGOTKM
uHhopmaymum n ynpasnexus». B 2017 rogy
npowén noseiwerHune keanugpukaymm 8 ArNO
«YU LIB/>» no HanpasneHuio nogroToBKu:
«TexHn4ecKas 3aWmnTa KOHHUAEHYNATLHOM
unHpopmaymumn, MHGopmMaymoHHas
6Gez30nacHoCTb», «OpraHmsayms u nposegexHne
pa6or no oyeHke (MOATBEPXAEHMIO)
coorsercreus, MHhopmaymorHHas
6€30MacHOCTL», <ATTeCcTaynsi 06 bEKTOB
MHEhopMaTM3aymum no TpeGoBaHNAM
6e30nacHoOCTH MHGhopmaymum. 3ayura ot
HECAHKLMOHMPOBAHHOIO AOCTYNd,
UHpopmaymoHHas 6e30MaCHOCTb».

Bepger 2aHsITUS HO y4eGHBIX KYPCax 1o
HAnpas/eHnio paspaboTku 6e30MnacHoOro
MPOrpaMMHOro 06ecrneqeHus.

MukoB Butanui AnekcaHgpoBu4

O6wunii ctax paborel: 6onee 26 ner

Crax npenogaBare/ibCKoi paborTel: 6osiee
10 ner

YUEBHbIW LLEHTP
BE30MACHOCTA UHOOPMALLN

Ton ocHoeanus: 1998
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KTro HayuuTt? - Jluaepbl pbiHKa!

Zlipl PAH
=3 SWeAoH

KoMnJieKkcHasa besonacHoCTb

PVS-Studio

/\ APPSEC.SOLUTIONS

MpoayKTOBLIN NOPTPENnb peLueHnn

SOLAR APPSCREENER AppSec Solutions

KomnnekcHoe pelueHne ansa koHTponsa 6e3onacHocTtu MO
(SAST, DAST, OSA)



VW{ MACKOM

MCI

void foof
int Jbar{SIZE};
., Ayad_to_bar(bar, SIZE);
TE4¥std:cout << bar << std::endl;
free(bar);

/AK-BC 3

aHanu3aTop NporpaMMHOro Koga

Yemy Hayuum? UHCTPYMEHTLI U cpeAacTBa

PAH

Ckanep-BC

AHANMKM3 3AWLMLLEHHOCTH

SOLAR APPSCREENER

KomnnekcHoe peweHue ansa koHTponsa 6esonacHocTtu MO
(SAST, DAST, OSA)

/\ APPSEC.SOLUTIONS

MNpoaykTOBbIA NOpTdEens peweHuii
AppSec Solutions

) APPSEC.HUB M crnreen 8 APPSEC.TRACK

as Mnatd 0 Cepsav

PVS-Studio

20



v( VYEBHB M LEHTP HoBana cepuna y4eOHbIX KypcoB
MALCIKOM «Besonachan pa3paborka nporpamMHOro obecne4veHusa»

- Ona pykoBoauTenenm W OTBETCTBEHHbIX 3a oOpraHuM3auumio paspabotkm 6HesonacHoro
NporpaMMHOro obecneyeHunsi B opraHm3aunm;

- NS cneynanuctoB No nHopmMauoHHOW 6e30MacHOCTY;
- AN apXUTEKTOPOB, pa3paboTymMKOB NPOrpaMMHOro obecnevyeHmns u NporpaMMmCTOB;

- ANA 3KCNEepTOB OpraHoB Mo ceptudumkauum (McnbiTaTenbHbiX rnabopatopui) pasnnyHbIX
cucTemM ceptudmrkaumm cpeacts 3awmnTbl tHGopmaumm (PCTIK Poccumn, MuHobopoHbl Poccun);

- anga opraHudauun, nuueHsnatoB PCTIK Poccum n MuHobopoHbl Poccun, cospatoimne
cpeacTBa 3awWmTbl MHopMauun.

21



V( YYEBHB AW LULEHTP
MACKQOM
Mporpammel KypcoB HanpaeneHsbl Ha NoArOoTOBKY
NMONTHOLIEHHOrO crneuuanucTa, obnagaroLwero BCeEMU HeobxoaMmmMbIMum
KOMMeTeHUnsaMN Ona BeaeHuUst NpodecCuoHarnbHON OeATenbHOCTU
N MMewwero rnybokme TEOPETUYECKME 3HaHUS U NpakTU4eckue
HaBblkM MO HanpaereHuto pa3paboTkm ©6e3onacHoOro nporpamMmmMHOro

obecneyeHns C y4€TOM akTyarlbHOW HOpMaTMBHOW MpaBoBOW 0Ga3sbl
(FTOCT P 56939-2024/2016, meTtoponorni SSDLC n DevSecOps).

YcnewHo npolwegwme o6yyeHne CMOryT CaMOCTOATENbHO
paspaboTaTb ANA CBOel opraHM3aumu:

v OOPOXHYH KapTy (anroputMm) MOLrOTOBKM NpeanpusTus
K cepTudmkaumm npoueccoB 6esonacHon paspaboTkm NporpaMmMHOro
obecneveHna cpeactB  3awWMTbl  UMHGOpMaLMM B COOTBETCTBUM
¢ TpeboBaHuamn ®CTOK Poccuu;

v OOPOXHYIO BPIMO

Ha nNpeanpuaTUK;

Kapty (anroputm) BHedpeHus

v npoekT PykoBoactea BPINO npeanpuaTtus;

v NpoeKTbl [OKYMEHTOB MpeanpusaATMs B COOTBETCTBUU
c OCT P 56939-2024/2016.

HoBan cepus yueGHbIX KypcoB

«Be3onacHana pa3paboTka nporpamMHOro o6ecneveHus»

% MACKOM X

YYHEBEHBHAUEHTP

22
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